A multi-layered model (MLM) with an interlayer mapping are introduced to address the interdependent contributions of processes, people, and systems to the success of Department of Defense network centric operations (NCO). This MLM was then applied and populated with data derived from a Joint Expeditionary Forces Experiment (JEFX). Both static and dynamic network analyses were performed to both characterize the network structure and to demonstrate how changes at one layer effects the characteristics of other layers. Thirty four excursions were performed on a three-layer model of JEFX network centric operations and the network characteristics were measured using twelve graph-theoretical metrics. The analysis is able to reveal the average percent reduction in network effectiveness as compared to the baseline model.
The leading theory of warfare that incorporates JV2020 concepts is Network Centric Warfare (NCW). In January 2005, the DoD Office of Transformation (OFT), published "The Implementation of NetworkCentric Warfare." The office wrote, " [NCW] broadly describes the combination of strategies, emerging tactics, techniques, and procedures, and organizations that a fully or even a partially networked force can employ to create a decisive warfighting advantage" (OFT, 2005) .
With the emerging theory of warfare and its established tenets, the DoD recognized that there needed to find a way to measure the degree and effectiveness of the NCW theory. In essence, there needed to be an established way to answer the question, "How well are we progressing towards NCW?" Potentially, this evidence could then be used to inform DoD investment decisions across the doctrine, organization, training, materiel, leadership and education, personnel, and facilities (DOTMLPF) functional areas (OFT, 2005) . To help answer this question, the DoD authored the Network Centric Operations Conceptual Framework (NCO-CF). This framework qualifies and quantifies various aspects of NCO (DoD, 2004) . This paper proposes a methodology to model and analyze progress towards the development and implementation of Network Centric Warfare that extends the metrics described in the NCO-CF. This is accomplished by introducing possible graph theoretical measures, which are more quantitative, than those currently proposed in the NCO Common Framework, as well as, a multi-layer model to represent the interactions between the contributors to NCO.
In addition, the methodology allows a commander to determine and trace how desired military objectives are effected by changes in specific areas across the DOTMLPF tradespace. From an military operations point of view, this type of information is helpful to developing a commander's courses of action. (Kurant & Thiran, 2006) . They noted results from traditional analysis of the loading of transportation systems did not accurately reflect actual loading behaviors. They hypothesized that a higher fidelity analysis of loading can be obtained if both the graph composed of cityto-city destinations, and the graph composed of the actual railroad stops, were considered simultaneously. Figure 1 shows the proposed multi-layer model (MLM) incorporating the major contributors to conducting NCO: processes, people, applications, systems and the physical communications network. In this multilayered graph, each type of contributor is designated as a layer, and each layer is modeled as a uniform directed graph. Table 1 provides the semantics for the nodes and edges in each layer. The fidelity of the model relies greatly on the depth of the representation of the nodes and edges of each layer and between the layers themselves.
The Multi-layer Model of NCO

Layer Interrelationships
The purpose of choosing this layering scheme is to establish a cohesive set of relationships for the major contributors to NCO. The layering hierarchy assumes the most direct interactions between these contributors. For example, mission level objectives are executed through a series of processes. The most direct influence on the completion of a process is the people that perform them. In turn, people are successful if their applications are working properly, and interoperable with other systems.
As such, this model shows that failures or successes that occur at the lower layers quantifiably influence (negatively or positively) the completion of mission objectives. A summary of the interlayer relationships and their semantics is shown in Table 2 Table 2: Definitions of Interlayer
Relationships of the NCO Model
To express the MLM in algebraic form for analysis, comprehensive matrices were created to capture each layer and the mapping between layers. Figure 2 
Metrics
The goal of this research was to examine quantifiable metrics for possible extensions to the Network Centric Operations Conceptual Framework (NCO-CF). This framework qualifies and quantifies various aspects of NCO (DoD, 2004) . In order to remove qualitative, subjective scales proposed in the NCO-CF, the following metrics, which focus on network topology and relationships, were used in this NCO analysis: Geodesic Distance, # of Geodesic Paths, Maximum Flow, Point Connectivity, In/Out-degree Centrality, Closeness Centrality, Flow Betweenness Centrality, Reachability, Density, Node Betweenness Centrality, and Edge Betweenness. Further discussion of each metric can be found in Hanneman's and Riddle's text (Hanneman and Riddle, 2005) as well as Borgetti's UCINET Users Manual (Borgetti, 2006) Metrics were used on elements within a layer, on an entire layer, and the model holistically. For the metrics that apply, individual node and edge characteristics can be calculated, allowing a detailed look at each contributor in a layer. Metrics can also be calculated on an entire layer as shown in Figure 3 . Each layer can be assigned a composite network score, N layer, which is calculated by finding the area under the curve of the graph.
Lastly, the network centricity score, NC, provides a holistic score for all i layers, for all i layers. The initial NC score may be used as a baseline. When changes are made to any layer(s), the recalculated NC score will indicate the relative merit of those changes. While the approach in this paper used the same characteristics for all layers, this uniformity is not required. 
Summary of Analysis Method
Using models derived from the Joint Expeditionary Forces Experiment (JEFX) 2006 scenarios, DoD Architecture Framework (DoDAF) artifacts and after-action reports, the graphs of the Process, People, and combined Application-Systems layers were analyzed and quantified.
The NC score was also determined for the baseline model. For the dynamic analysis, the Application-System layer was changed by removing one edge at a time. Each iteration of this dynamic analysis simulated the loss of communication between two applications or systems.
Using the comprehensive interlayer mapping, the dynamic effects of those changes were propagated through the People and Process layers. This propagation simulates the ability for a commander to observe how failure of a communications link affects their people and process. Each corresponding layer's network characteristics were analyzed, quantified, and then compared to the baseline characteristics found in the static analysis. Finally, the mission effectiveness of the baseline and altered model are compared. 
Static Network Layer Analysis
The layers and relationships in the JEFX NCO model were derived from the Operational Thread Report for three operational threads: Enhance Command and Control (C2) Situational Awareness (SA) with Non-Traditional Intelligence, Surveillance and Reconnaissance (NTISR), Prosecute NTISR, and Prosecute Time Sensitive Targeting (TST). The network characteristics for the Process layer using the Enhance C2 SA operational thread is shown in Figure 4 . Based upon these results, the N layer (Process) value is 12.46. As a measure for the baseline Process layer, this score would be used to evaluate the how changes effect the network. This analysis was also performed for the NTISR and TST threads.
The network in the People layer was extracted from the JEFX Operational Thread Reports and DoDAF Operational View-5 (OV-5) Activity Model, scoped for three operational threads. These threads were goals of the JEFX experiment, which included Enhancing situational awareness, the use of non-traditional intelligence, surveillance and reconnaissance and the quick and effective prosecution of time sensitive targets.
The metrics for this graph are shown in Figure 5 . Based upon these results, the N layer (People) value is 12.96. As a measure for the baseline People layer, this score would be used to evaluate the how structural changes affect the network. Lastly, the Application/System layer was derived from the JEFX Operational Thread Reports, DoDAF System View-1 (SV-1) System Interface Diagram and SV-4 Data Flow Diagrams, filtered for the applications and systems that support the three operational threads.
The metrics for this lowest layer are shown in Figure 6 . Based upon these results, the N layer (Application-System) value is 7.79. As a measure for the baseline ApplicationSystem layer, this score would be used to evaluate the how changes effect the network.
Multi-layer Traceability through Dynamic Analysis
When studying graphs, it is important to understand the network's characteristics, not only structurally, but dynamically. How does the network behave as changes occur? Determining the effectiveness of a distributed command and control system resides in understanding the characteristics of the baseline network and then understanding how excursions affect that baseline network. The commander wants to know more than the fact that a server or router is out of service; he/she wants to know how that outage will affect his people and ultimately the mission.
Using the model, derived JEFX networks, and the appropriate mapping between network layers, the effects of changes at any level can be traced through each layer. Figure 7 illustrates the mapping and traceability of edges through all the layers of the model.
The following analysis uses three layers to demonstrate the network layer interactions: the System-Application Layer, the People Layer, and the Process Layer. The objective was to quantify the dynamic change in network characteristics of each layer as edges were iteratively removed from the lowest layer. This removal scheme simulated the outage of communications between two systems or applications. Therefore, each edge removal was considered one excursion from the baseline. As each edge was removed, the comprehensive edge-mapping matrix was used to determine the edges from other layers The effected edges were also removed and the resultant network was remeasured to determine its new network characteristics.
These new characteristics were compared to the baseline and the difference was recorded. From this analysis, the resulting impact of each edge removal and the average can be observed. Since the Application-System layer had 34 edges, 34 excursions were analyzed.
In Figure 8 , the network characteristics from all 34 excursions were averaged and compared to the baseline data to determine the change of the excursion network characteristics to the baseline network characteristics. This plot reveals that, on the average, any excursion from the ApplicationSystem layer causes degradation at the People layer. Similarly, Figure 9 shows the results for the Process layer for the operational thread examining improving Command and Control Situational Awareness. This plot reveals that, on the average, any degradation from the Application-System layer causes also causes degradation at the Process layer. The other two operational threads yielded similar results. These trends make practical sense. If a Process is dependant upon People who, in turn depend on Applications and Systems, degradation at the lowest layer will hinder People from doing their tasks. If tasks are not completed, the Process cannot be completed. Quantitatively, this approach provides a robustness sensitivity of the interconnected tasks, people and applications/ systems.
Application to Systems Engineering
From a Command and Control system perspective, each layer of the NCO model, from processes to people to systems, are integral parts of the overall system. Therefore, part of the systems engineering of such a system must perform trades between all the layers and elements in each layer. The analysis method presented in this paper provides for a look at how the connections, relationships and distances between nodes in a network can be measured and how changes in the relationships between nodes effects network performance.
The method also provides for extending those trades to see how the changes in one network effects the layers above and below it.
When using this analysis method to perform trades, some basic premises apply. One premise is that relationships between nodes at each network layer of the NCO model can be engineered to produce the bestfit network to accomplish the overall objective, including the networks of people. The other is these relationships are contributing factors to the best design of each network. With these premises in mind, it may be helpful to see how they may be used for some representative layers of the NCO model.
For the People network layer, for instance, a decrease in Density may be an indicator of the saturation of a network. Density is an indicator of how strongly a network is connected, based upon the number of nodes in the network, how many possible edges could exist and how many edges actually do exist. A heavily saturated network of People may be good from a collaboration standpoint--if each person had a one-to-one working relationship with everyone else, collaboration may be more easily achieved. There would be less second-hand news. These types of results may be used to design the People Network Layer so that any perturbations of the underlying ApplicationSystem layer results in minimal changes in the characteristics of the People layer. Thus, when designing how People must work together in a Command and Control System, one may want to ensure that a certain level of teaming and organizational behavior is in place between the operators of the C2 systems. The various excursions also highlight the boundaries of how the People layer will change. These boundaries are helpful in the areas of experimentation and design.
On the other hand, depending on the network layer under consideration, complete saturation may be very inefficient.
For example, an Application-Systems Network Layer with a density of 1 may be extremely expensive to maintain, since it would require every Application and/or System to be able to pass data to every other Application and/or System. This configuration could require an unreasonable amount of interfaces to upkeep. A nominal density may be a better solution for this case..
The analysis showed how, using the multi-layer model of NCO and the mapping concept, the effects of a change at one layer, in this case the Application-System layer, results in observable changes in network characteristics at another layer, the People layer. Hence, the changes to the network characteristics can be measured and analyzed for their impact to network centric operations. For Systems Engineers, this methodology will aid in the trades that contribute to System of Systems (SoS) engineering and design.
What the Military Commander Wants to Know
The commander conducting Network Centric Operations needs to know the health of the elements contributing to successful operations.
These elements include, as previously mentioned, the spectrum of processes, people, and the technology. Another aspect of that health also includes the interactions between these elements-if one element breaks down, how will that breakdown effect the operations overall? This analysis method, particularly the mapping aspect, allows the commander to "connect" the contributing elements and answer this question. The mapping matrix can be used to determine the tasks that were incomplete due to the removal of a certain Application-System layer edge because the matrix correlates the edges and vertices of each layer to the edges and vertices of the layers above and below it. Using these correlations, a commander can follow the effects of Application-System degradation, through the effect on the People layer, up to the ultimate effects at the Process layer.
The commander can use this data to apply improvements to military procedures, changes to organizational structure, or upgrades to applications or systems. These changes can be justified more easily because mission impacts can be connected to each requirement. In addition, once the changes are instantiated, the commander can quantify the level of improvement that results.
Research Implications
For DoD to improve the network centricity of various environments, one needs to understand the how network structure bounds the possibilities of improvement. This research demonstrated the importance of baselining network characteristics at all levels (individual, by layer, and holistically) and the changes to those characteristics when the network structure changes.
The research showed how the mission effectiveness of command and control can be determined through network analysis. The multi-layer model of NCO was used to demonstrate that the effects of lower lever network changes can be traced and measured at higher levels. Ultimately, at the top-most layer, the Process layer, mission effectiveness can be quantified.
Through the comprehensive mappings between layers, a commander can easily determine how a communication equipment failure will effect the processes he needs accomplished, which reflects his mission effectiveness.
The multi-layer model (MLM) of NCO was introduced and used for both objectives. As the model suggests, the success of NCO relies of several layers of networks, all which depend on each other and ultimately culminate at the Process layer with the accomplishment of some process. The model accounts for the pillars of the net centric forces outlined in Joint Doctrine and other guiding literature. The DoD will continue its transformation to a network centric force for years to come. People, systems, applications, and physical infrastructure will be networked at an increasing rate and intensity. The methods by which network centricity analysis is conducted must also evolve towards a network focus. This field must be recognized as having merit for use in studying DoD networks. With the focus on increasing collaboration, information sharing, and synchronization, more emphasis must be placed on the interrelationships between entities and the structure of the network. His research interests include communications systems, signal detection and interception, network management, and information security
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